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Motivation

Topic of this presentation

untraceable mail with return-addresses
robust pseudonyms

immun against traffic analysis

no absolute authority needed
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Motivation

Practical use

Why is this topic so important?
Whistleblower
Journalists
Many counties have no freedem of speach
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Motivation

Anonymous communication means freedom in a restricted world

UNI
FREIBURG

FREEDOM OF THE PRESS WORLDWIDE IN 2012

AT

UNITED-STATES .

Good situation Situatios
Satisfactory situation
Noticeable probler
Difficult situation Situ:
Very serious situation

[1 ](croped)
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Motivation

Praxis
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The paper dicussed is an important inspiration for
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RSA

a public key cryptosystem by Rivest, Shamir and Adleman[8]
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public key (K)

private key (K1)

Private-Key

[4]
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RSA

a public key cryptosystem by Rivest, Shamir and Adleman[8]
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public key (K)

encrypt:
X = K(X)

private key (K1)

Private-Key

[4]
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RSA

a public key cryptosystem by Rivest, Shamir and Adleman[8]

public key (K)
encrypt:
X = K(X)

private key (K1)
decrypt:
K (K(X)) = X

Private-Key [4]
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RSA

a public key cryptosystem by Rivest, Shamir and Adleman[8]

public key (K)
encrypt:
X = K(X)

private key (K1)
decrypt:

K'(K(X) =X Private-Key
sigh messages: [4]
X — K1(X)

SS2012 Milan David Oberkirch — untraceable e-mail, addresses and pseudonyms 7/19



RSA

a public key cryptosystem by Rivest, Shamir and Adleman[8]
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public key (K)
encrypt:
X = K(X)
verify a signature:
K(K~1(X) =X
private key (K1)
decrypt:

K'(K(X) =X Private-Key
sigh messages: [4]
X — K1(X)

@‘/ Public-Key
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RSA

avoid guessing
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Problem:
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RSA

avoid guessing
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Problem:

Solution:
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Untreaceable Mail

intoduction
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1. Encrypted Mail

Alice Kex- ™. gop
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Untreaceable Mail

intoduction

UNI
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1. Encrypted Mail

Alice Kex- ™. gop

2. hide Allice’s identity from anyone but Joe

. Koe(R1, Ksop(Ro, m), A Kaop(R, m
e Joe(R1, Kgob(Ro, m) Bob)> Te Bob( )> Bob
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Untreaceable Mail

intoduction
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1. Encrypted Mail

Alice Kex- ™. gop

2. hide Allice’s identity from anyone but Joe

. Koe(R1, Ksop(Ro, m), A Kaop(R, m
e Joe(R1, Kgob(Ro, m) Bob)> Te Bob( )> Bob

3. Untreaceable Mail

Alice =M, - M,_y —---— M> - My — Bob

SS2012 Milan David Oberkirch — untraceable e-mail, addresses and pseudonyms 9/19



Untreaceable Mail

Alice = Mp - M,_y —--- — My — My — Bob

Allice prepares message m before sending:

encrypt m for Bob:
KBOb(R7 m)
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Untreaceable Mail

Alice = Mp - M,_y —--- — My — My — Bob
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Allice prepares message m before sending:

encrypt m for Bob:

KBOb(R7 m)

encrypt m for My:

K, (R1, Kgon(Ro, m), Apob)
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Untreaceable Mail

Alice = Mp - M,_y —--- — My — My — Bob

UNI
I

FREIBURG

Allice prepares message m before sending:

encrypt m for Bob:

KBOb(R7 m)

encrypt m for My:

K, (R1, Keob(Ro, M), Agob)

kepp on encrypting for the rest of the cascade:

Kwm,(Rn; Ku, (Rn-1,--. Km, (R1, Keon(Ro, M), Agob)---))
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Untreaceable Mail

Alice = Mp - M,_y —--- — My — My — Bob
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Sending the message to Bob:

[2]
Alice - M, —--- — M, - M; — Bob
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Untreaceable Mail

Traffic-Analysis-Problem
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Currently we may have
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Untreaceable Mail

Traffic-Analysis-Problem
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Currently we may have

wait for a defined amount of items and order them
lexikoraphically

seal the ordered batch with a unique random string
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Untreaceable Mail

Conclusion
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There is no observable relation between in- and output of a
mix

Since Allice can send the message looking like the output
of a mix, none can identify the sender

Since one mix only finds out the adress of the next mix
none can reconstruct the whole cascade

Korollar

Any single constituent mix is able to provite the secrecy of the
entire cascade of mixes.[7]
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Return Addresses

How can Bob answer to Allice?
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Give Bob a return address:

[2](modified)
Alice - A, —- A1 — -+ — A, - A; — Bob
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Digital Pseudonyms
RSA inside
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[2](modified)
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Digital Pseudonyms
RSA inside
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Problem

[2](modified)
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Digital Pseudonyms
RSA inside
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Problem

Solution

[2](modified)
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Still not perfect

blocking all but one message

The “n-1-attack”[6]

There exists no general applicable method, in order to
prevent this attacks. (...)The MIX has [to] ensure that
the messages he receives are sent by enough
different users and so the attacker doesn’t control a
majority of them. [6]
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Summary and Conclusion
The End

A solution to the traffic analysis problem has been
presented that allows any single intermediary to
provide security for those messages passing through
it. In addition, the solution allows messages to be sent
or received anonymously [or pseudonymsly].[7]
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Summary and Conclusion
The End
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A solution to the traffic analysis problem has been
presented that allows any single intermediary to
provide security for those messages passing through
it. In addition, the solution allows messages to be sent
or received anonymously [or pseudonymsly].[7]

Thank you for your attention! Are there any
questions?
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