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ILDARS

§ Indoor-Localization using 
Directional and Reflected 
Sound Signals

- Signal Processing


• differentiate and detect reflected 
and LOS signal


- System Integration

- Algorithms


• Learning Walls


§ Supervisors:

- Christian Schindelhauer
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Design of the ILDARS-Prototype

! Group measurements 
according to walls 

! Compute each single wall 
from the assigned 
measurements 
- Find direction u 
- Find distance based on 

direction d 

! Find best wall for a 
measurement 

! Compute coordinate of a 
source 
- compute distance p 
- combine it with LOS direction
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Compute a single wall from 3D LOS-
T1R-TDoA measurements

! Methods for averaging 
- over n/2 disjoint pairs 

- over n-1 pairs (sharing nodes) 

- all n(n-1)/2 pairs

21
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„n-1 pairs“ are very sensible to single errors 

„disjoint pairs“ most efficient and 
stable

„all pairs“ are smooth and robust

�������

10 20 30 40 50

0.05

0.10

0.50

1

5

Disjoint Pairs

all pairs

n-1 pairs



Analyses of Multiple Reflections - The 
Illumination Problem - Brainy Bat

§ Assumption

- perfect ray model


§ Given

- senders and receivers of unknown position

- walls/shapes of unknown position


§ Compute

- the relative positions


§ Restraints

- shapes (planes, spheres, cylinders)

- number of reflections

- 2D/3D


§ Supervisors: 

- Sneha Mohanty, Christian Schindelhauer
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Reduction from SubsetSum to the 2D-
Illumination Problem

§ Overall construction 
- ξi  = xi 

- δ = s 
- ε ≪ xi 

§ Ideas 
- beam travels with 

angle of 45° 
- reflection angles add 

up 

- long corridor mix 
beams 

- incoming beam slope 
and even wall 

- Output gap filters 
input beam by some 
angle ε 
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The Illumination Problem

§ Ernst Strauss (1950s) 
- In a room full of mirrors: 

• Is every region illuminable from every point in the region? 

• Is every region illuminable from at least one point in the region? 

§ Roger Penrose 1958 
- No! No! 

§ Tokarsky 1995 
- Not even for a room build 

of straight walls 

§ Castro 1997 
- found it out independently  

§ Leliévre, Monteil, Weiss 2014 
- These constructions are the best you can get. 

- „Everything is Illuminated (except for finitely many points)“, arXiv:1407.2975v1 

7https://mathworld.wolfram.com/IlluminationProblem.html

Ray Tracing

§ Problem: 
- Given a ray with a given direction at a starting point 
- Does it hit a given target after reflections and refractions?

40

270 J.H. Reif, J. D. Tygar, and A. Yoshida 

5. Computability and Complexity 

5.1. Three-Dimensional Rational Quadratic Optical Systems with 
Reflective or Refractive Objects 

Optical System. In our first optical model we assume that each optical system 
consists of a finite set of reflective objects with linear and parabolic surfaces, or 
refractive objects with linear and hyperbolic surfaces. In the first subcase we do 
not require refractive objects at all. In the second subcase we may not need 
reflective objects, since reflective surfaces may be implemented by using (total) 
reflection from refractive objects. We restrict the use of quadratic surfaces so that 
the positions and tangents of the reflected rays can be traced in rational co- 
ordinates as in Fig. 2. 

Turing Machines. We show that ray tracing in the system is undecidable by 
simulating a universal Turing machine as an optical system. In particular, this 
implies that some optical system simulates some universal Turing machine. The 
model of a turing machine that  we use has a finite control, a tape which contains 
cells and input, and a tape head that reads one cell on the tape at a time. The 
tape is infinite in both directions. For a more detailed description of Turing 
machines, see [14]. 

The set of tape symbols F is {0, 1}. We assume that the set of states in the finite 
control is Q = {qt, q2 . . . . .  qs}, that ~ is the transition function, that qt is the initial 
state, and that q~ is the (only) final state. 

Our  discussion assumes reversible Turing machines. A reversible computation 
consists of a sequence of 1 : 1 deterministic operations that are also deterministic 
backward. A Turing machine is said to be reversible if its transition function is 
1 : 1, so that there is exactly one predecessor for each whole machine state. Bennett 
has demonstrated that a reversible Turing machine can be built to perform any 
possible recursively enumerable computat ion [1]. 
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Fig. 2. Rational ray tracing with parabolic and hyperbolic surlaces. 
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Master Lab Soundscape Ecology 

§ Cooperation with Geobotany/Forest 
Science


§ Computer science to improve current 
acoustic monitoring methods 


§ Supervisors: 

- Prof. Dr. Christian Schindelhauer

- Dr. Johannes Wendeberg 

- Sneha Mohanty


§ Schedule

- April 2021- March 2022

- Courses, practical field courses, jour fixe, 

campfire sessions
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Master Lab Soundscape Ecology 

§ Possible projects

- Soundscapes and bats 

 what can we learn from ecoacoustic 
approaches for bat monitoring?


- Developing methods and/or 
hardware for 3D-locating bats and 
other animals


- Testing newly developed methods 
on spatial sound detection in the 
field.


- Set up an array of autonomous 
recorders


• Raspberry Pi nodes with audio 
recorder shield


§ Develop your own!
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Master-Lab

Related Courses

§ Basics of Soundscape Ecology and the functional role of sound in a 
landscape


- 3 hour lecture


§ Seminar (four sessions, half day each)

- Students present their work to each other and give background of their 

discipline to the whole group.


§ Practical Field Courses

- 2 days practical in the field with researchers (PhD-students and Postdocs). 

Students broaden their experience and methods skills by accompanying 
scientists in the field.


§ Spring Soundscape Ecology School, Eco- and Bioacoustic Methods

- Workshop (5 days, online): handling of acoustic equipment, Sound Analysis 

in R, Sound Analysis and Call identification in Kaleidoscope, Basics in 
Programming in R for automatic classification of acoustic files.


- Keynote presentations given by invited international experts in the field of 
soundscape ecology, bio- and ecoacoustics, acoustic and computer 
technologies, environmental monitoring, sociology and public health. 


§ Soundscape Ecology Campfire Sessions

- Campfire Sessions (bi-monthly): Conversation and networking in an informal 

setting, outdoors.


§ GRK Jour Fixe and Courses

6



Master Lab Soundscape Ecology 

Schedule

§ April 2021

- Kickoff-meeting: Welcome of Master Lab students. Introduction to the Research Topics and Courses. 

- Lecture: Basics of Soundscape Ecology and the functional role of sound in a landscape

- Self-study phase: independent literature search, development of research questions and methods, meeting 

with co-students and mentors. 

- Seminar (Session 1): presentation of planned Research Projects. 

- Campfire Session: first Session to get to know each other.


§ May – August 2021 

- Spring School Workshop (first week of May 2021): Soundscape Ecology, Eco- and Bioacoustic Methods. 

- Field and lab work: exact timing will depend on research question and phenology of target study species

- Seminar (Session 2): Results from first pilot studies and literature review

- GRK Jour Fixe and Campfire Sessions: ongoing


§ September – December 2021

- Self-study phase: Analysis of data, data interpretation; meeting with co-students and mentors

- Seminar (Session 3): Discussion of results, feedback for further analyses and interpretation

- GRK Jour Fixe and Campfire Sessions: ongoing


§ January – February 2021

- Self-study phase: Preparation of final report on the Research Project.

- GRK Jour Fixe and Campfire Sessions: ongoing


§ March 2022

- Final meeting: Seminar (Session 4): Presentation of results. Fare-well party.
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Visual Cryptography 


§ Tracing the path of a light ray or 
beam in 2D and 3D - Given an 
optical system consisting of 
reflective and/or refractive 
surfaces 


- Surface boundaries could be rational / 
irrational or a mixture of these two 


- Represented by system of linear/ 
quadratic equalities and inequalities · 


§ Task

- Determine if the ray of light/beam 

emerges at a fixed point P. 

- Determine limitations for such an 

optical system 


§ Supervisors

- Sneha Mohanty, Christian 

Schindelhauer 
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Analysis of Sparse Matrices 

§ Application in Coding theory

§ Given a matrix with given 

positions where the entries are 
chosen randomly


§ What is the probability of a 
certain rank


§ Cooperation with Uni Weimar

- Supervisors: Sneha Mohanty
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Figure 5. Unrecoverable input x6. Figure 6. Reduced matrix

non-binary check code. However, the corresponding non-binary parity check matrix is

far from being low density. Partition the encoder matrix M =
3

H

L

4
into a n◊n-matrix

H and a lower n◊ (m≠n)-matrix L. Assuming that H is invertible, the corresponding
check matrix would be L·H

≠1
·(In | 0n,m≠n)≠(0m≠n,n | Im≠n), where Ik denotes the

k ◊k identity matrix and 0a,b denotes a a◊b-matrix with only zeros. This follows from
H

≠1
· (y1, . . . , yn)T = (x1, . . . , xn)T and L · (x1, . . . , xn)T = (yn+1, . . . , ym)T .

Inverse matrices of random sparse matrices are far from being low density with high
probability. While this is not a proof that there is no low density parity check, since
other check matrices exist, we do not see how low density non-binary check codes can
be found for our generators.

The Luby Transform (LT) Codes [20] are binary linear erasure codes which are
based on low density generator matrices. They provide full recoverability using the ro-
bust soliton distribution for the outdegree, which implies an average degree of O(log n).
Since each code word can be encoded independently, Luby coined the name Foun-
tain Code for such codes. The overhead of additional code words can be bound with
O(Ôn log2

n) with high probability. The main feature of LT codes is the fast decoding
using the so-called ripple effect, which allows full decoding using a simple Gaussian
elimination method in time O(n log n) which matches the time needed for encoding. A
disadvantage for LT codes are that the error bounds are reasonable only for large input
lengths of n Ø 10 000 [23], which limits the applicability of such codes.
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non-binary check code. However, the corresponding non-binary parity check matrix is

far from being low density. Partition the encoder matrix M =
3

H

L

4
into a n◊n-matrix

H and a lower n◊ (m≠n)-matrix L. Assuming that H is invertible, the corresponding
check matrix would be L·H

≠1
·(In | 0n,m≠n)≠(0m≠n,n | Im≠n), where Ik denotes the

k ◊k identity matrix and 0a,b denotes a a◊b-matrix with only zeros. This follows from
H

≠1
· (y1, . . . , yn)T = (x1, . . . , xn)T and L · (x1, . . . , xn)T = (yn+1, . . . , ym)T .

Inverse matrices of random sparse matrices are far from being low density with high
probability. While this is not a proof that there is no low density parity check, since
other check matrices exist, we do not see how low density non-binary check codes can
be found for our generators.

The Luby Transform (LT) Codes [20] are binary linear erasure codes which are
based on low density generator matrices. They provide full recoverability using the ro-
bust soliton distribution for the outdegree, which implies an average degree of O(log n).
Since each code word can be encoded independently, Luby coined the name Foun-
tain Code for such codes. The overhead of additional code words can be bound with
O(Ôn log2

n) with high probability. The main feature of LT codes is the fast decoding
using the so-called ripple effect, which allows full decoding using a simple Gaussian
elimination method in time O(n log n) which matches the time needed for encoding. A
disadvantage for LT codes are that the error bounds are reasonable only for large input
lengths of n Ø 10 000 [23], which limits the applicability of such codes.
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Figure 1: A matrix with a 1-0Z-top block at index 3 and a matrix with a 1-0Z-bot block at
index 5.

denotes its sign matrix, i.e. for all i, j we have

si,j =

⇢
0 if ri,j = 0
1 otherwise.

Definition 1. Given an n ⇥ m-matrix M = (mi,j)i,j , then we define the set of permuted
matrices

• ⌅r(M) to be the set of matrices M 0 = (m0
i,j)i,j we get by permuting the rows of M , i.e.

⌅r(M) := {M 0 = (m0
i,j)i,j | m0

i,j = m⇡r(i),j for a permutation ⇡r over {1, . . . , n}}

• ⌅c(M) to be the set of matrices M 0 we get by permuting the columns of M

⌅c(M) := {M 0 = (m0
i,j)i,j | m0

i,j = mi,⇡c(j) for a permutation ⇡c over {1, . . . ,m}}

• ⌅(M) to be the set of matrices M 0 we get by permuting the columns and rows of M

⌅(M) := {M 0 = (m0
i,j)i,j | m0

i,j = m⇡(i),⇡c(j) for permutations ⇡r, ⇡c }

For a matrix M 0
2 ⌅(M) let ⇠(M,M 0) denote the set of row and column permutations ⇡r, ⇡c

such that M 0 = ⇡r(⇡c(M)). ⌅s(M)✓ ⌅(M) denote the set of matrices M 0 where the same
row and column permutation has been applied.

Definition 2. Given an n⇥ n-matrix M 2 {0, 1}n⇥n and k 2 N with 0  k < n.

1. M = (mi,j)i,j2{1,...,n} contains a k-0Z-top block at index ` iff mi,j = 0 for all i 2

{1, . . . , `} and j 2 {`+ k, . . . , n}.

2. M = (mi,j)i,j2{0,...,n�1} contains a k-0Z-bot block at index ` iff mi,j = 0 for all i 2

{`+ k, . . . , n} and j 2 {1, . . . , `}.

3. M = (mi,j)i,j2{0,...,n�1} contains a k-0Z block at index ` iff M contains either an k-0Z-
top block or a k-0Z-bot block block at index `, or both types of k-0Z block.

2



MIMO and Near-Field Antenna Fields .

§ Given

- set of sender/receiver antenna

- signal produced


§ Compute/Simulate

- power gain/diversity gain


§ Tools: 

- Simulation in 2D/3D with physical 

models


§ Related Lecture

- Fundamentals of Wireless 

Communications


§ Supervisor: 

- Christian Schindelhauer & Peter 

Krämer

10

(a) No Phase Shift (b) Supernova

Figure 30: Amplitude of the Superposition at Receivers; Receiver Disk-Module;
Top-View; Receivers distributed on a Disk with Radius 10 around the
transmitters; 20.000 Sender; 50.000 Receiver; Path-loss = 2; ⁄ = 0.1;
Random Seed = 1;

Für den Wer an den Punkten wurde der betrag des complexen vektors der su-

perpostion an dem Empfängern genommen. Dies representiert die amplitude der

superpostion. Die werte liegen zwischen den Grenzen 200-400 alle werte drüber sind

schwaz alle werte drunter sind weiß. (a) hat sichtbar mehr punkte mit größeren

werten als (b).

In Figure 31 wurde der supernova und fading supernova algorithmus ebenfalls unter

gleichen bedingungen simuliert. Mit 100.000 Sender und 10.000 Empfänger welche

in einer horozientalen Disk mit Radius 100 und urspung (0,0,0) uniformly random

verteilt sind. Empfänger welche sich in der Scheibe der Sender befinden werden nicht

betrachtet.

Es wird geplottet wieviele Receiver eine superposition mit einer Amplitude habe

welche mindestens einen bestimmten wert haben. Fadings Supernova ist mit (farbe)

dargstellt, Supernova mit (farbe). In der oben leiste gekennzeichnet mit einer roten

1 wird die verwendete amplitude aller sender aufsummiert. Unter verwendung des

Fading supernova algorithmus werden mehr Empfänger erreicht.
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Figure 14: The editing window

6

7

8

9

Figure 15: The result window

The di�erent functional areas, labeled with the encircled numbers, have the following func-
tionalities:

1. The menu bar allows the user to start a new simulation and to quit the program. It
also allows the user to save or load previously entered network configurations. In the
Settings menu the user is able to change important simulation variables such as the
SNR threshold required for a successful communication. The Examples menu holds a
set of predefined network configurations that are intended as a demonstration for new
users, to get accustomed to the di�erent definable parameters of the simulation.

2. In the Network Structure area the user can create a network structure with a given
number of nodes and antennas per node. It can be chosen between the Grid or
Free positioning mode. Further an antenna formation can be chosen with a definable
diameter. Alternatively a custom antenna formation can be created. When creating a
custom antenna positioning the user is able to define the x and y-displacement, from
the node position, of each of the antennas. Hence, it is possible to generate arbitrary
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a longer or shorter distance in comparison to the fixed antenna. For example, an antenna
that is further away from the target has to send the signal earlier, whereas the signal has to
be sent later if the distance is shorter when compared to the sending distance of the fixed
antenna. Therefore this has to be considered when calculating the delay. Calculation fi

indicates whether pj is in front of pi when sending in direction „ or not. fi will be negative
if pj has to cover a longer distance than pi [8]:

delay(pi, pj, „) = |pi ≠ intersection(pi, pj, „)|
c

·

Y
]

[
1 |fi < 0
≠1 |else

fi = (pj,x ≠ pi,x) · cos(„) ≠ (pi,y ≠ pj,y) · sin(„)

Besides calculating the delay, further information is needed to calculate the strength of
the signal at the receiver. Hence, next we will determine the phase and amplitude of the
electromagnetic wave, when arriving at the receiver. Therefore we use the representation
by complex vectors presented in section 3.2:

z = ei„ = cos(„) + i sin („)

The complex pointer at the receiver will then be:

e
≠j2fif

A

delay(q1, qj, „r) + delay(p1, pi, „s) + distance(pi, qj)
⁄c

B

This will be summed up for all pairs of sender and receiver antennas at the sender and
receiver node to give the accumulated signal strength h of the signal at the receiver node.
Note that the term in brackets denotes the time the signal is travelling. If we multiply this
with the frequency f we will get the times the complex vector is performing one rotation
on its way to the receiver. Since each rotation spans 2fi we will get the phase angle when
arriving at the receiver by multiplying the rotations with 2fi. Furthermore – defines the
attenuation factor, which in the simulation is defined as the sending power of the node [8]:

h(p, q) = |–| ·
nsÿ

i=1

nrÿ

j=1

e
≠j2fif

A

delay(q1, qj, „r) + delay(p1, pi, „s) + distance(pi, qj)
⁄c

B

distance(pi, qj)
(1)

The length of this resulting summed up complex vector finally gives the signal strength.
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Figure 22: Screenshot of the Receiver-Disk-Module User Interface.

Like with all other modules, the navigation bar is located in area (1) at the top. The

red area (2) shows a HTML-form which is passed on to the server side. The heading

of the form indicates in which module you are currently in. The form has the same

structure for all individual modules. The number of transmitters and receivers can

be determined in area (3). In other modules, the number of samples can also be

set here. The positions of the receivers and their formation can be determined in

area (4). The parameters for the simulation and the choice of the algorithm can

be specified in area (5). Below are the plot settings in area (6) that influence the

visualization of the simulation data. At the bottom of the form, there are two buttons:

"Simulate" (7) and "Download data" (8). The simulation is started by pressing the

"Simulate" button. If there is an incorrect entry in the form, it will be displayed in

the corresponding place. Clicking on the "Download data" button downloads the
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In Figure 32 sehen wir die Phasen di�erence zwischen den Transmittern mit welcher

sie beim Empfänger ankommen. In (a) ist der Empfänger bei (10,0,0) plaziert. Die

rechte Seite in (a) bildet ellipsen, die linke seite parabeln. Die Phasen der größen

Bereiche gekennzeichnet mit roter (1) und (2) haben eine maximal Phasen di�erence

von fi
2 und verstärken sich somit. In (a) ist der Empfänger bei (10,0,0) plaziert.

(a) Receiver at (10,0,0) (b) Receiver at (-10,0,0)

Figure 32: The Phase Di�erences between the Transmitters; Sender-Module; Alter-
nating Supernova; Top-View; 1.000.000 Sender; Path-loss = 2; ⁄ = 0.1;
Random Seed = 1;
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(a) No Phase Shift (b) Supernova

Figure 30: Amplitude of the Superposition at Receivers; Receiver Disk-Module;
Top-View; Receivers distributed on a Disk with Radius 10 around the
transmitters; 20.000 Sender; 50.000 Receiver; Path-loss = 2; ⁄ = 0.1;
Random Seed = 1;

Für den Wer an den Punkten wurde der betrag des complexen vektors der su-

perpostion an dem Empfängern genommen. Dies representiert die amplitude der

superpostion. Die werte liegen zwischen den Grenzen 200-400 alle werte drüber sind

schwaz alle werte drunter sind weiß. (a) hat sichtbar mehr punkte mit größeren

werten als (b).

In Figure 31 wurde der supernova und fading supernova algorithmus ebenfalls unter

gleichen bedingungen simuliert. Mit 100.000 Sender und 10.000 Empfänger welche

in einer horozientalen Disk mit Radius 100 und urspung (0,0,0) uniformly random

verteilt sind. Empfänger welche sich in der Scheibe der Sender befinden werden nicht

betrachtet.

Es wird geplottet wieviele Receiver eine superposition mit einer Amplitude habe

welche mindestens einen bestimmten wert haben. Fadings Supernova ist mit (farbe)

dargstellt, Supernova mit (farbe). In der oben leiste gekennzeichnet mit einer roten

1 wird die verwendete amplitude aller sender aufsummiert. Unter verwendung des

Fading supernova algorithmus werden mehr Empfänger erreicht.
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Mental Card Games on Speed
Christian Schindelhauer Fabian Schillinger Sven Köhler

Abstract
TODO

1 Introduction
Even today, playing card games over a network typically involves a trust third party, such as a server on
the internet. Cases are known [?], where the third party abused their privileges and manipulated games
for their own favor. However, eliminating the trusted third party is not trivial. The third party typically
enforced the rules of the game and thus does not

Mental Card Games follow a di�erent approach. The third party is eliminated. However, the players
mutually distrust each other. So common tasks like shu�ing the cards raise several issues. The cards
cannot be shu�ed by a subset of players as a coalition of players could cooperate to manipulate the order
of the cards. Also, the players that are involved with shu�ing the cards must prove that they do not
manipulate the cards. Another complication is that the cards are masked and the proofs may not reveal
anything about the order of the shu�ed cards.

Mantal Card Games use encryption and zero-knowledge interactive proofs. We introduce a represen-
tation of sets of cards and permutations as a product of prime numbers.

As an example, we discuss the card game called Cheat (also known as Bullshit, blu�, or I-doubt-it).
Barnett and Smart established a basic set of tools that need to exist in order to play mental card

games. First, there needs to a way to assign a cipher text to a card (verifiable masking). However, the
verification defeats the purpose of the encryption, i.e., the verifier can now associate the card with the
given cipher text. Because of that we point out that, in case of ElGamal, it su�ces to assign a fixed
cipher text to each card, e.g., the cipher text with exponent 0 (see Section 3.2). The association has to
be lost in an additional process: verifiable remasking. Remasking is the process of replacing a cipher text
with another cipher text for the same message. The verification of a single remasking would defeat the
purpose. However, if multiple cards are remasked and permuted randomly, it is possible to verify the
remasking without revealing which cipher texts encode the same messages.

1.1 Our Results
TODO

2 Related Work
From the early years of asymmetric key cryptography the fascination of playing games has captured the
minds of many researchers in the field.
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Lemma 18. If two exponents are equal in round ¸ then they will not be equal in the next
!

m

2
"

rounds.

Proof. Assume ja = jb with b > a in round ¸. In each round, the value a is added to ja and b is added
to jb. To be equal modulo q, the di�erence between jb and ja must be a multiple of q. In round ¸ + x we
have jb ≠ ja = (b ≠ a)x.

Case 1) q is prime and q >
!

m

2
"
: Since b ≠ a Æ m ≠ 1 < q and x Æ

!
m

2
"

< q, (b ≠ a)x cannot be a
multiple of the prime q.

Case 2) q > (m≠1)
!

m

2
"
: Since b≠a Æ m≠1 and x Æ

!
m

2
"
, we have that (b≠a)x Æ (m≠1)

!
m

2
"

< q.

Corollary 1. In one of the first
!

m

2
"

+ 1 rounds, all exponents are distinct.

Proof. Assume that in every of the first
!

m

2
"

rounds, a pair of equal exponents exists. Otherwise, the
claim already holds. By Lemma 18 it must be a di�erent pair in each round. Also by Lemma 18, in
round

!
m

2
"

+ 1, no pair of equal exponents exists.

Lemma 19. Probability of collision in round ¸ + 1 with ¸ Æ
!

m

2
"
. Assumptions q Ø mc

!
m

2
"

and q Ø 2
!

m

2
"

with c Ø 1 and collisions occured in the first ¸ rounds.

Proof 2. Consider a pair of exponents ja and jb with a < b. Let ji

a
and ji

b
denote the value of ja and jb

in round i, respectively. We have ji

a
= j1

a
+(i≠1)(a≠1) and ji

b
= j1

b
+(i≠1)(b≠1). Assume that ji

a
”= ji

b

for i œ {1, 2, . . . , ¸}. The exponent j1
a

is chosen at random, however, due to the first ¸ rounds, it is known
that j1

a
”œ {j1

b
+ (i ≠ 1)(b ≠ a) : i = 1, 2, . . . , ¸} (modulo q). Hence, P[j¸+1

a
= j¸+1

b
] = 1

q≠¸
. Also, in each of

the first ¸ rounds, the was a collision of a pair of exponents. By ??, it follows that the pair of components
cannot collide again. So by the union bound, the probability that there is a collision between any pair of
exponents is bounded by (

!
m

2
"

≠ ¸) 1
q≠¸

Æ
!

m

2
" 1

q≠¸
Æ

!
m

2
" 2

q
= 2m≠c. The last inequality holds due to the

assumption that ¸ Æ
q

2 .

Protocol 7 Agreeing on a Permutation
TODO output product of powers with distinct exponents (modulo q)

Input: size m of permutation
Output: masked permutation in the form

r
m

i=1 pei
i

and the value ¸

Player P1 Players Pj with j > 1
1. Fix random seed and draw m random ex-

ponents ei,1 œ {0, 1, . . . , q ≠ 1} for i œ

{1, 2, . . . , m}

Fix random seed and draw m random ex-
ponents ei,j œ {0, 1, . . . , q ≠ 1} for i œ

{1, 2, . . . , m}

Send commitment c1 = mask(r1,
r

m

i=1 p
ei,1
i

) Send commitment cj = mask(rj ,
r

m

i=1 p
ei,j

i
)

2. Send random seed used in step 1
3. Verify c2 to cn have been generated with pro-

vided seed and set ¸ := 0.
4. Let ei = (¸(i ≠ 1) +

q
j

ei,j) and publish ¸
and c = mask(

q
n

i=1 ri,
r

m

i=1 pei
i

)
5. Check that c = (1,

r
m

i=1 p¸(i≠1)
i

) ·
r

n

i=1 ci

If ei are not distinct modulo q:

6. Prove that two ei are equal modulo q, incre-
ment ¸ by 1, and go to step 4

In each round, the probability that there is no collision is at least 1 ≠ 2m≠c. So the expected number
of rounds is at most 1

1≠2m≠c = 1 + 2
mc≠2 . The probability that more than one round is needed is 2m≠c.

Hence, one round su�ces with probability 1 ≠ 2m≠c (w.h.p).

Lemma 19
Õ
. Probability of collision of exponents and expected number of trials (when starting over after

each collision)

Proof. Probability that a fixed pair of exponents is equal is 1
q
. Probability that a pair of equal exponents

exists is
!

m

2
" 1

q
= m≠c. Expected number of rounds is 1

1≠m≠c = 1 + 1
mc≠1
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Data Aggregation in Peer to Peer 
Network

§ Given

- Sensors and data 

from 
sensor.community


§ To do

- Compute/Simulate

- Aggregation 

Function (Min, 
Max, Average, 
Sum, Count)


- Clustering over 
P2P
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