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The Sleu’rh Kit TSK) IEI"VERSITAT FREIBURG

o  File System Layer: o  File Name Layer:
O  #fsstat: Display general details of a file system o #fls: List file and directory names in a disk image
O Data Layer: o #ffind: Finds the name of the file or directory using a given
inode
o #blkstat: Display details of a file system data unit
. . . O Journal Layer:
O  #blkls: List or output file system data units
o jls: List th tents of a fil tem j |
o #blkcat: Display the contents of file system data unit #ils: List the contents of a file system journa
o #cat: Show th tents of a block in the fil tem j [
o  #blkcale: Converts between unallocated disk unit numbers Ica ow the contents of a block in the ftile system journa
and regular disk unit numbers O Media Layer:
] Metadata Layer: O  #mmstat: Display details about the volume system (partition
. . . tables)
O #Histat: Display details of a meta-data structure
o #mmls: Display th tition | t of I t
o #ils: List inode information (pn;::i:ionlizlflzs) ¢ partifion fayoul ot a volume system
O #icat: Output the contents of a file based on its inode Disk L .
number [} IS ayer:
O  #ifind: Find the meta-data structure that has allocated a O #disk_sreset: removes HPA from disk
given disk unit or file name o #disk_stat: display size information of a hard disk
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- Windows Forensics
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PSEXEC Wl ALBERT-LUDWIGS-
UNIVERSITAT FREIBURG
.S
0 psexec: Executes commands on a remote windows

machine.

0 Need administrator password

0 psexec —u username —p passsword \ \remofe [P

command
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_ System Registry
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%WINDIRY\System32\C
Y ALBERT-LUDWIGS-

onfig UNIVERSITAT FRETBURG
e
0o SYSTEM:
Contains system startup, startup files, machine configurations, ...

0 SOFTWARE:

Contains the settings for applications
0 NTUSER.DAT:

Contains the configuration and environement settings
O SAM:

Contains all the local user accounts and groups

0  SECURITY:

Contains all the security information including password policies, membership of group
information,...
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NTUSER.DAT - Examples uNiveRsITar REIBURG
s

0 Last Files Saved:

o \Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSave
MRU\*

0o Typed URLS:
O \Software\Microsoft\Internet Exploter\TypedURLs

O Last Commands Executed:
o \Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU
0 Search History

0o \Software\Microsoft\Search Assistant\ACMru
m 5603: Part of the Filename
m 5604: Part of the Filecontent
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NTUSER.DAT: Last Files
Saved

LBERT-LUDWIGS-
UN IVERSITAT FREIBURG

Report Center || & NTUSER.DAT

-2 Security Center

w O] SystemCertificates

O] Visual Basic

= 1 Windows

EI[:I Currentiferzion

= ] &pplets

- [ Contrals Folder

= 1 Explorer

[ Advanced

H- 1 AutoplayHandlers

(1 BitBucket

[C] CabinetState

& CD Burming

@[] CLSID

=1 ComDIg32

[0 LastviskedMRU
EI[:l OpenSavetBL

L‘—} T Search Assistant A | Malue Tipe Data -
: _aﬂ a REG_SZ C:ADocuments and Settings®John\DesktophMP10S etup. exe
aB| MRUList REG_5Z cha
_gﬂ b REG_S2 C:ADocuments and Settings®ohnMy Documentzshy Pictures gemini.jpa
. [:I Tips _gﬂ c REG_SZ2 C:ADocuments and SettingstJohnMy Documentshhy Picturezibl. brap
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NTUSER.DAT: Typed URLS

Report Center || 2§ NTUSER.DAT

E :Ii;Z:IF'I Al Walue Type Data
N o (aB] urlt REG_S7 bitp: /v, wunderground, com?U S H1 ALihue. himl
(2 Intemet Connection Wizard ﬂ url2 REG_S5Z hittp: /v, orbitz. com/
= 21 Intemet Explorer 8] ul3 REG_SZ slohasir
B (] Desktop _ ﬂ urld REG_52 http: /s, havaiianair com,
(3 Decument Windows at] url5 REG_5Z hittp: £ Avave. google. comy
(1 Download ab] url6 REG_5Z hittp: £ i, noaa. gov
= (3 Evplorer Bars | el REG_SZ ttp: ##surfline. com/
f s {32.583183-43a0-441 b-a342-7c; E.l.’j uld REG_SZ http: /4 orbitz. com/
i (] Estensions _gl_ﬂ urlg REG_SZ2 http: /v, equineonline. com,!
-~ Help_Menu_URLs ab) 0 REG_SZ e e ey
| Infonl'natlonBar E.l.’j a1 REG_SZ haaa.canm
D"D IntelllFolrms _gl_ﬂ url12 REG_S52 hittp: £ Ao, google. com/zearch?hl=ent g=k auaitweathertbinG=Google+5 earch
@0 Intﬁjmatlonal aB] w13 REG_5Z hittp: /v ebay. comd
-3 Maln. _gl_ﬂ url14 REG_5Z bittps: A v expedia. com/pubagent. di? gacr=apywd
# [ Media i aB] w5 REG_5Z hittp: /v, iriver. comy
® [ Mew windows aB] w16 REG_5Z hittp: /v, target. com/!
[ PageSetup aB] w17 REG_SZ ittp: /. dillards. com!
= SearchUrl aB] wil@ REG_5Z wwy.urban outfitters.com
=3 Secgrlly ﬁ ul1g REG_5Z2 vy ambercrombie and finch, com
-3 Serw.flces ﬁ url20 REG_S5Z hittp: A v, gap. comy
[ Settings ﬁ url21 REG_S5Z v forever21.com
0 Styles aB] w22 REG_5Z hittp: /v farever21.com/
# (] Toobar ﬁ w23 REG_5Z vy old navy. com
m TypedURLs
-1 URLSearchHooks
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rip.pl (RegRipper)

7> ALBERT-LUDWIGS-
UNIVERSITAT FREIBURG

A #rip.pl —r <HIVEFILE> -

f <HIVETYPE>
Hivetype:

O ntuser

O sam

O security

O software

O system

Typed[l/}

Ls

Software\Microsoft\Internet Explorer\[FQaURLs

LastWri
urll
url2
url3
url4
urls
urlé
url?
urls
url?9
urlle
urlll
urll2
urlls
urlls
urlls
urllé
urll?
urlls
urlle
urlze
url2l
uril2z
urlz3

te
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->
->

Time Fri Apr 29 15:52:21 2805 (UTC)
http://www.wunderground.com/US/HI/Lihue.html
http://www.orbitz.com/

alohaair

http://www.hawaiianair.com/
http://www.google.com/

http://www.noaa.gov/

http://surfline.com/

http://orbitz.com/
http://www.equineonline.com/
http://www.hotmail.com/

noaa.com
http://www.google.com/search?hl=en&q=kauai+weather&btnG=Google+Search
http://www.ebay.com/
https://www.expedia.com/pub/agent.dll?qscr=apwd
http://www.iriver.com/
http://www.target.com/
http://www.dillards.com/

www.urban outfitters.com

www.ambercrombie and finch.com
http://www.gap.com/

www.forever2l.com

http://www.forever2l.com/

www.old navy.com

Distributed Storage Networks and Computer Forensics Winter 2011/12  Amir Alsbih



Timeline for the Registry S AT IUDWICS:

72—
0 #regtime.pl —m <HIVETYPE> -r <HIVEFILE> >>
bodyfile
0 HIVETYPE:
0 HKLM-SYSTEM
0 HKLM-SAM
0 HKLM-SECURITY
0 HKLM-SOFTWARE
0 HKLM-USER-USERNAME
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Deleted Registry Keys

#HDeleted.pl <HIVEFILE>

g ALBERT-LUDWIGS-
UNIVERSITAT FREIBURG

"...\SystemRoot\System32\Config\SAM"
[Thu Dec 1 10:03:58 2005]

RS RECOVERED KEYS: ##########

SAM\SAM\Domains\Account\Users\Names\Employee\
[Mon Dec 1 22:23:32 2003]
-->1007; Default;
SAM\SAM\Domains\Account\Users\000003EF\
[Mon Jul 25 08:08:42 2805]
-->REG_BINARY; F; 062 00 01 00 00 00 00 80 70 a7 ac 2f 86 55
01 ef O3 00 60 61 62 6O 6O 10 62 00 00 0O 0O 00 00 01 00 d4 OFf OO
R<A7><ACY<86>0<C5> M<AE><Co>Y<BB><C3>M
-->REG_BINARY; V; 00 00 00 00 bc 00 00 060 82 60 81 80 bc 68
00 c8 00 00 00 60 GO OO OO 6O OO 0O 0O '8 0O 0O 0O 0O OO DO OO OO0
00 00 00 00 60 680 fc 6O 6O OO OO 00 0O DO OO OO 0O 00 fc OO OO 60 O
1 00 00 14 60 60 60 60 6O 6O 6O 30 01 00 0O 14 00 00 00 OO DO OO0 B0
00 00 00 14 60 60 60 44 0O 0O 00 02 00 30 00 02 00 00 00 B2 cO 14
07 00 00 00 62 60 58 B0 B3 0O 0O 00 00 0O 24 00 44 00 02 00 01 65 @
O 61 62 6O 6O 00 08 0B B5 20 00 00 00 20 O2 OO OO 60 60 14 8O 5b 83
00 00 OO0 60 65 20 60 0O 6O 20 B2 00 08 54 00 65 00 63 00 68 OO 6a
73 B0 5c 00 6c B0 6T BD 67 OO 69 00 6e DO 2e 0O 62 00 61 00 74 60 T
0 81 80 7 c8 18 5e 1f 79 f1 e4 87 87 62 3c bf a8 d6 d2 82 80 081 68
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Windos Prefetch

0 Help increase the efficency of
the system by pre loading of
content

0 #pref.pl —d
PREFETCH_DIRECTORY —c

O List: B
O Last access :
0 Last modification

O Number of times the programm
was executed

O File creation of the prefetch file
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Thumbnail-

Internet Explorer intel

Hvinetto —s —o Output

Thumbs.db

Hpasco —d, index.dat
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