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The Sleuth Kit (TSK)
� File System Layer:

� #fsstat: Display general details of a file system

� Data Layer:

� #blkstat: Display  details  of a file system data unit

� #blkls: List or output file system data units

� #blkcat: Display the contents of file system data unit

� File Name Layer:

� #fls: List file and directory names in a disk image

� #ffind: Finds the name of the file or directory using a given 
inode

� Journal Layer:

� #jls: List the contents of a file system journal

#jcat: Show the contents of a block in the file system journal
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� #blkcalc: Converts  between unallocated disk unit numbers 
and regular disk unit numbers

� Metadata Layer:

� #istat: Display details of a meta-data structure

� #ils: List inode information

� #icat: Output the contents of a file based on its inode
number

� #ifind: Find  the meta-data structure that has allocated a 
given disk unit or file name

� #jcat: Show the contents of a block in the file system journal

� Media Layer:

� #mmstat: Display details about the volume system (partition 
tables)

� #mmls: Display  the  partition  layout of a volume system  
(partition tables)

� Disk Layer:

� #disk_sreset: removes HPA from disk

� #disk_stat: display size information of a hard disk
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Windows Forensics4
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PSEXEC
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� psexec: Executes commands on a remote windows
machine.

� Need administrator password
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� Need administrator password

� psexec –u username –p passsword \\remote_IP
command



System Registry6
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%WINDIR%\System32\C
onfig

7

� SYSTEM:

Contains system startup, startup files, machine configurations, …

� SOFTWARE:

Contains the settings for applications

NTUSER.DAT:
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� NTUSER.DAT:

Contains the configuration and environement settings

� SAM:

Contains all the local user accounts and groups

� SECURITY:

Contains all the security information including password policies, membership of group
information,…



NTUSER.DAT - Examples
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� Last Files Saved:
� \Software\Microsoft\Windows\CurrentVersion\Explorer\ComDlg32\OpenSave

MRU\*

� Typed URLS:
\Software\Microsoft\Internet Exploter\TypedURLs
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� \Software\Microsoft\Internet Exploter\TypedURLs

� Last Commands Executed:
� \Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU

� Search History
� \Software\Microsoft\Search Assistant\ACMru

� 5603: Part of the Filename

� 5604: Part of the Filecontent



NTUSER.DAT: Last Files 
Saved
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NTUSER.DAT: Typed URLS
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rip.pl (RegRipper)

� #rip.pl –r <HIVEFILE> -
f <HIVETYPE>

Hivetype: 
ntuser
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� ntuser
� sam
� security
� software
� system
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Timeline for the Registry
12

� #regtime.pl –m <HIVETYPE> -r <HIVEFILE> >> 
bodyfile

� HIVETYPE:
HKLM-SYSTEM
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� HKLM-SYSTEM
� HKLM-SAM
� HKLM-SECURITY
� HKLM-SOFTWARE
� HKLM-USER-USERNAME



Deleted Registry Keys

#Deleted.pl <HIVEFILE>
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Windos Prefetch
� Help increase the efficency of

the system by pre loading of
content

� #pref.pl –d 
PREFETCH_DIRECTORY –c 
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PREFETCH_DIRECTORY –c 

� List:
� Last access

� Last modification

� Number of times the programm
was executed

� File creation of the prefetch file
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Thumbnail-
Internet Explorer intel

� #vinetto –s –o Output 
Thumbs.db

� #pasco –d, index.dat
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� #pasco –d, index.dat
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