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,A\ What 1s Smart Grid?
Fraburg REC 6272

Smart grid
- electricity network utilizing digital technology
- delivers electricity from suppliers to consumers
- using two-way digital communications
- control appliances at consumers' homes

Features

- saves energy, reduces costs, increases reliabillity,
transparency.

- net metering system
- smart meters, integrates renewable energy

Communication

- between system users, operators, automatic devices
- monitoring, tracks electricity flows



2 Smart Grid Conceptual Actors
Freiburg

. . DRAFT 14Feb2012
Smart Grid Conceptual Actors / Data Flow Diagram — Cross Base — file SG-NET-diagram-r5.1.vsd
Domain Network Focused — OpenSG / SG-Network TF page size: ANSI-D
s \ s O t N e N
Markets perations —— . ~ Service Providers 3" Party (s)
Distribution Ops field
) . \ 13 GIS [~30— ———
Retailer / RTO/ Transmission orce = Uit GL/ Accts Payable etail Energy
Wholesal 2 ility Receivable Providers (REP))
olesaler ISO Ops Ops DMS Work GL / Accts feeoomceaan .
I 20— OMS |—14—| Mgmt oHa—{  Payable/ 2Hb nor ODW
24 d System Receivable CIS/Billingl” 50"
Aggregator EMS TAnalytic] i 11 S M6 || 380l
| s _[ 21 i L] cIS/Billing A e |
/ : 34 P T Security
4A ¢ Key Mgr
Energy Market EMS — H -- o
Clearinghouse | DACL H 2Aa ol Internet / Extranet | _——" ", | Web
I S 7o) -= 2Da @ [Web A gateways) Portal
Trans. == 8 i K
RTO SCADA 25 TS~ Portal x i T
SCADA Fep | 22 g RI A
L ) L J :. i Authority
! I Bill
Distr. i - ] Internet / Extranet gateway(s) K 37b Common Payment
\ J SCADA 3 Security | — ,." 36 - K Web Portal — Srgi/
™ FEP i o Ke;ﬁMgr : P S —— Zinb jurisdictional ane
g - \ g4 ATTTARR
\ ~ é \ : 33 NW \ ) \ UCW-4 \\\\\ | W WA 2WoTT | | ] J
(I WA AN ; ; I J i cwer | - /
f : ; HDW P D i
| S}\Ia : i Y *.‘ ; 2Wa| BI
: ; if SO H :
> 33 7) _ J G 4 SN oM
: 3 Wide Area Networks |-, 85 N 2Jaa
15 5 14 (p=ivate & public — wired & wireless) e==moTTTTTTRSS e eee.. 10 ) 4~
Internet / v AF—{12}—_ m 1Cb R SN <
Extranets \ R WDFa™ . o | .
“\ WDS “\ ~~~-~~~ e ' S
Legend: \ [FAN gateway! 7
dataflow / net-link \ WOFb, I ey
-------- alternate dataflow “ ‘ im CLI
cross network / domain \ i {h "5Bb
........ WTS . , { ‘,)I‘ GFMw N \
Ref. function/volumetric table for (™ i '/‘i ------- === g : )
dataflows ‘-I ‘\,‘ ! “Y« \ 4FRG_4DRS Field Tool |.. . \; PV QT P MW T, FESIu Phone ()=
0 “.\ E ,\ \ 462(5‘; Regulator F METER ] | _l voice / email /
needs definition clarified I B, A\ | !‘N ERG T __ Elemm- ETERD- | eyl s, | T rweb
(i: jional Distr. SCADA \}\ N\ | IK‘W’I \‘:" 4FCB_4DCB T FESIm__ : FESIp .
[ SN Y i ' g 3 N 5Bca
_ . (L ) ﬂ RDSF \“' ll\"' l‘ FCBE fﬂrztaer: | Esi_ g  5Be
(" Regional Trans. SCADA ' - ~ ' i Party
Vs~ A= Fiold Substation \\’ ‘? 4DS, g - — —
T s Selr?sor Devices - i ’,‘4‘ ,.g. — :
Market Servi th = = A N 1eld | .
Interfaecr:\t/aIces o .0 .er ! \N\l‘wi 465%” Sensor [FS74 _—e
’ Fleld Area Network P 4EC — 3 = o .(m'\g,' = : 16Ca
| / RSN ~eree o reaker = _‘i ‘\‘1' : 4FST_4DST : Cust. EMS
Pt Conio c= = oo /] A _STFsTa zoee 20
Systems | DAC_! | gatoway | % oo, | gateway X v/“‘, 4EST : Load Cntl :
- Sl i FSW—_Dsw g Device Email /
: : Distributed | - ; : \ o) Txt / web
Substation Network ¢ Switch [Fsws EVSE /| Sub~
Generators ‘ Storage DGSN s - 0 Major device EUMD | Meter !
Generators [ 1 : loads — non 16B1 1682
enerators Substation | | o, “~..| Distributed |. i 4FRC 4DRC 0 PHEV
Devices Generation - o K PHEV Cust
| Bulk Generation | L Transmission J { Distribution " Ge:j,(’j“"” — 4ERC i L |
[ Hhonnnnmaccaonnnnnconnnnnanooconoooond s )




A, European Smart Grid Programs

CoNe
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CEN/CENELEC/ETSI Smart Grids Joint WG

- A common initiative http://www.smartgrids.eu

- European technology platform for the electricity networks
of the future

|IEC Global Standards for the Smart Grid

- Strategic Group 3 — working on Smart Grid since April '09
- Cooperation with NIST

- ldentified relevant IEC standards for Smart Grid
- http://smartgridstandardsmap.com
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A OSGP
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Goal

- Globally-applicable standards for Information and
Communications Technologies

- Based on Echelon specifications for Data Concentrator —
Smart meter communications

- Layered protocol stack

- common data model for utilities
- high-performance and reliability
- mandatory security and privacy

Standardized by ETSI

- European Telecoms Standards Institute (ETSI)
- EU-recognized standards with CEN, ETCSI, CENELEC



,A\ OSGP Powerline communication
ngigtelrg f ) OSG P

ALLIANCE

Lower cost investment

Lower operating cost
- Communication cost (daily on-going communication)
Reliability, performance
- Proven, up to 99.8% ->99.94%-100%
- Daily, including Load profiles
Technical information
- Phase, Grid
- Outage detection
- Grid Topology
LV Transformer centric approach

- Be able to run applications within a LV area
(the next generation DC: Edge Control Node)



A Smart Metering Standards Activities

CoNe
Freiburg

EU:. many standards

M/441 standardization mandate
- CEN, CENELEC and ETSI

European OPEN meter project
- 7th Framework Programme, finished 2012
- http://openmeter.com/

DLMS/COSEM: IEC 62056 / EN 13757

- projects in Netherlands, France,




A OSGP
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Layered OSI protocol stack
ETSI Group spec GS OSG 001

- Application layer Protocol
- Media independent

ISO/EN14908.1 Control Networking
- Layers2to 6
ETSI Technical spec TS 103 908

- High performance power line
communication media

- Support many smart grid device types
Designed for additional media

Supported and maintained by ESNA

ISO/IEC 14908.1




A, ETSI OSG 001
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Events allow devices to report
information asynchronously

Alerts/alarms (e.g., tamper)

Conditions/thresholds being met (e.g.,
under voltage)

Exceptions detected (e.g., phase loss)

Self-check errors (e.g., low battery
detected)

State or status change (e.g., season
change)

96 events (50 basic, 46 extended)

OSGP provides a standard way for
devices to send extended events

e N,
i .;--u-i ..-_*. I 1‘;‘
| I |

103908 |

ISO/IEC 14908.1
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A, ETSI OSG 001
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Models devices as a collection of
data, methods and events

- bandwidth efficient, enabling high
performance on bandwidth constrained
media

- Includes core meshing services for
reliable, scalable operation

- Built-in, mandatory security and privacy
for every data exchange

- allows commissioning, automated
device discovery, automatic topology
management

Deployed in over 3.5 million smart
grid devices

11



A, ISO/IEC 14908.1 (LonTalk)
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Optimized, multi-application
control network protocol stack
- reliable delivery, multi-cast messaging

- Low overhead, low bandwidth

Probably insecure:

- Philipp Jovanovic and Samuel Neves.
Dumb Crypto in Smart Grids:
Practical Cryptanalysis of the Open
Smart Grid Protocol 2015 https://
eprint.iacr.org/2015/428 - The
Cryptology ePrint Archive

ISO/IEC 14908.1

12


https://eprint.iacr.org/2015/428

A, OSCP Meshing
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Any OSGB device can be a repeater
Repeating up to 16 hops
Automatic repeater selection

as a repeater

105dB




A ETSITS 103 908
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Based on ISO/IEC 14908.3 2006
with adaptations for A-band
operation, per EN 50065-1

High-performance narrow band
power line channel for control
networking in the smart grid

Binary Phase Shift Keyed (BPSK)
modulated carrier

3.24 kbps raw channel data rate

Deployed in over 35 million smart
meters and grid devices

14



IPv6 for Field Area Networks
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Multiservices Field Area Networks

AMI Operations Network Management and
Security Management Operations
AMI Data Center:

DA Operations

Distribution Automation

Control Center;
Destination of Critical
SCADA Traffic

Destination of FAN AMI Network Operation Center;
Traffic, Source of AMI Used to Manage and Secure
Requests the Network Components

Head-end Aggregation VPN
— 3 \ Routers
Public or Private
IP WAN Infrastructure
(Cellular (2G/3G/LTE), WIMAX, Fiber/Ethernet....)

Field Area Routers

o

IP-based RF Mesh or PLC
Neighborhood Area Network

Protection and
Control Networks

Work Force

Automation /
| " ; = = .. |

AMI Metering/ Transformer Distribution EV Charging  Direct Outdoor Gas/Water Distributed SCADA Direct Connect
HAN Gateway Monitoring Automation Infrastructure  Load Lighting Meters  Generation Protection and AMI Meters
Control Control Network

http://www.cisco.com/c/dam/en_us/solutions/industries/docs/energy/ip_arch_sg_wp.pdf



IPv6 for Field Area Networks
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Open Standards Reference Model

W3C World Wide IPSO IPv6
IEEE M |ETF Web Consortium Alliance jll Forum

i Web Services, BEXI. lEC“gfgegg‘%lM SCADA DNS, NTP, IPfix/Netflow, SSH

p‘L’;er“ SOAP, RestFul, o IEC 61850, 60870 RADIUS, AAA, LDAO, SNMP....

y HTTPS/CoAP DLMS/COSEM.... DNP3/IP, Modbus/TCP.... (RFC 6272 IP in Smart Grid)
Tri"sm"‘ UDP/TCP Security (DTLS/TLS)
ayer
Network Addressing, Routing, Multicast,
IPv6/IPv4 .
Layer IPv6 RPL QoS, Security

Mgmt

802.1x/EAP-TLS & IEEE 802.11i based Access Control

AL

LLC 6LoWPAN (RFC 6282)

A

Data >
Link |EEE 802.15.4e MAC enhancements
Layer M » S <

[EEE 802154 0| [REFES 10012

including FHSS 802.15.4 frame
format

EEE 802.15.4
2.4GHz, 915,
868MHz
DSSS, FSK, OFDM

IEEE P1901.2
NB-PLC
OFDM

Physical
Layer

Y IPv6over PPP Y IP or Ethernet
IPv6 over Ethernet (RFC 2464) | (RFC5072) |Convergence SubL.]
Y % 2% A
IEEE 802.11 IEEE 802.3 2G, 3G, LTE IEEE 802.16
Wi-Fi Ethernet Cellular WIiMAX
IEEE 802.11 |  |EEE 802.3 e 1 I
= . IEEE 802.16
24,5 CH homet || e ||
-4 z, UTP, FO ellular
Sub-GHz 1 1 1.x, 3.xGHz )

- Open Standards - At all levels to help ensuring interoperability and reducing technology risk for utilities

» Future proofing - Common application layer services over various wired and wireless communication technologies

http://www.cisco.com/c/dam/en_us/solutions/industries/docs/energy/ip_arch_sg_wp.pdf
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A.  IEEE PHY and MAC standards
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IEEE 802.15.4

- low-power wireless PHY and MAC layers

- for smart object networks

- low power consumption

- link speeds up to 250 kbps in 2.4GHz ISM frequency band

IEEE 802.15.4g Task Group, aka Smart Utility
Networks (SUN) Task Group

OFDM, multiple data rates, Multirate and multiregional offset
quadrature phase-shift keying

IEEE 1901.2 Power Line Communication

- ,n0 new-wire technology” reuses electrical wire
- Data rate up to 500 kbps
- low-frequency (<500 kHz) PLC spectrum



A, 6LoWPAN
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main focus of the 6LoWPAN WG

optimize the transmission of IPv6 packets over

low-power and lossy networks such as IEEE
802.15.4 (WPAN)

Header compression

Fragmentation of IPv6 packets (max 127 bytes)
Duplicate address detection



A, 1EEE 802.15.4
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Fundamental lower network layer for wireless
personal area network

Features
Realtime by guaranteed time slots

beacon messages
Collision avoidance
CSMA/CA, random exponential back off
Frequency bands (868/915/2450 MHz)
20-250 kbit/s
Topologies
Star, Peer-to-Peer (point-to-point)



,A\ Problem of Wireless Media Access
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(MAC)

Unknown number of
participants
- broadcast

- many nodes
simultaneously

- only one channel available
- asymmetric situations

Collisions produce
interference

Media Access

- Rules to participate in a
network

Hidden Terminal Problem

O—0O—O
A/B\C



A MACA
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Phil Karn

- MACA: A New Channel Access Method for Packet Radio
1990

Alternative names:

- Carrier Sensing Multiple Access / Collision Avoidance
(CSMA/CA)

- Medium Access with Collision Avoidance (MACA)
Aim

- Solution of the Hidden and Exposed Terminal Problem
ldea

- Channel reservation before the communication
- Minimization of collision cost



A, RTS/CTS
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Sender sends Request to
Send (RTS) to B.

Receivers answers with
Clear to Send (CTS) to A

Sender sends Data

FREIBURG



A Details for Sender
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A sends RTS
- waits certain time for CTS
If Areceives CTS in time
- A sends packet
- otherwise A assumes a collision at B
doubles Backoff-counter
and chooses a random waiting time from {1,...,Backoff }
- After the waiting time A repeats from the beginning



,A\ Details for Receilver
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After B has received RTS

- Bsends CTS

- B waits some time for the data packet

- If the data packet arrives then the process is finished
Otherwise B is not blocked



A Details for Third Parties
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C receives RTS of A

- waits certain time for CTS of B

If CTS does not occur

- C is free for own communication
If CTS of B has been received

- then C waits long enough such that B can receive the data
packet

D receives CTS of B

waits long enough such that B can receive the data
packet

E receives RTS of Aand CTS of B

waits long enough such that B can receive the data
packet




A Zigbee
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Designed by the Zigbee
alliance

- for low power consumption
embedded systems

- provides network security

Device Types

- Zigbee coordinator node

root of network tree, bridge to
other networks

- Full function device
router, may be coordinator
- Reduced function device
cannot relay, cheaper

Application

AP]

Security

32/64/128 bit encryption

Network
Star/Mesh/Cluster-Tree

MAC

PHY

868MHz/915MHz/2.4GHz

oouel||y 999bi7

v'G1¢08 434l
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